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Abstract 
Cloud Computing is a computing model which provides ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing resources that can be rapidly 
provisioned and released with little or no up-front IT infrastructure investments costs. Cloud 
computing moves the application and data to the cloud storage where the management of the 
data and services may not be fully trustworthy. Therefore, there is a need for cloud service 
providers to provide a sufficient level of integrity for the client’s data. In this paper, we 
proposed a data security scheme using Signcryption and hyper elliptic curves as a single 
logical step. Signcryption schemes based on hyperelliptic curves saves more computational 
time and communication cost. 
Keywords: Signcryption, Hyperelliptic curve Cryptography (HCC), Encryption, Cloud 
Computing 
 
1. Introduction 
The National Institute of Standards and Technology (NIST)[1] defines cloud computing as a 
model for enabling convenient, on-demand network access to a shared pool of configurable 
Computing resources (e.g., networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider 
interaction.  It delivers computing resources as a service over the internet based on user 
demand, for instance operating system, network hardware, storage, resources, and software. 
Fig. 1 shows a basic cloud computing environment. Cloud computing moves the application 
and data to the cloud storage where the management of the data and services may not be fully 
trustworthy, So there is a need to protect that data against unauthorized access, modification 
or denial of services etc. To secure the Cloud means secure the treatments (calculations) and 
storage (databases hosted by the Cloud provider). Security goals of data include three points 
namely: Availability Confidentiality, and Integrity. In older days encryption and digital 
signatures are played an important role in achieving message confidentiality and data 
integrity but independently. Traditionally the message is used to sign first using digital 
signature and then the message is encrypted to achieve both the confidentiality and data 
integrity. The scheme is commonly known as signature-then-encryption scheme. The scheme 
having two problems: Low efficiency and high cost of such simulation. In Modern Era, to 
solve the above two problems a new cryptographic method is used called Signcryption. 
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Signcryption fulfill the both the functionality of digital signature and encryption in a single 
logical step, but with a reduced cost than Sign-then-Encryption[2]. In this paper, we proposed 
a data security framework using Signcryption and hyper elliptic curves as a single logical 
step. 
 
1.1  Cloud Deployments Models 
In cloud computing, computing resources (networking, platform, storage, and software 
infrastructure) are provided as services that scale up or down depending on the demand. The 
Cloud Computing model has three main deployment models which are: 
1.1.1  Private cloud 
Private cloud is a new term that some vendors have recently used to describe offerings that 
emulate cloud computing on private networks. It is set up within an organization’s internal 
enterprise datacenter. In the private cloud, scalable resources and virtual applications 
provided by the cloud vendor are pooled together and available for cloud users to share and 
use. It differs from the public cloud in that all the cloud resources and applications are 
managed by the organization itself, similar to Intranet functionality. Utilization on the private 
cloud can be much more secure than that of the public cloud because of its specified internal 
exposure. Only the organization and designated stakeholders may have access to operate on a 
specific Private cloud.[3] 
1.1.2  Public cloud 
A public cloud is one in which the cloud infrastructure is made available to the general public 
or a large industry group over the Internet. The infrastructure is by an organization providing 
cloud services. Services can be provided either at no cost, as a subscription, or under a pay-
as-you-go model. Examples of public clouds include IBM SmartCloud Enterprise, Amazon 
Elastic Compute Cloud (EC2), Google AppEngine, and Windows Azure Services Platform. 
 
1.1.3  Community clouds 
A community cloud shares the cloud infrastructure across several organizations in support of 
a specific community that has common concerns (for example, mission, security 
requirements, policy, and compliance considerations). The primary goal of a community 
cloud is to have participating organizations realize the benefits of a public cloud, such as 
shared infrastructure costs and a pay-as-you-go billing structure, with the added level of 
privacy, security, and policy compliance usually associated with a private cloud. The 
community cloud infrastructure may be provided on-premises or at a third party’s data center, 
and may be managed by the participating organizations or a third party. 
 
1.1.4  Hybrid cloud 
A hybrid cloud is a combination of various cloud types (public, private, or community).It 
provides virtual IT solutions through a mix of both public and private clouds. Hybrid Cloud 
provides more secure control of the data and applications and allows various parties to access 
information over the Internet. It also has an open architecture that allows interfaces with other 
management systems. Hybrid cloud can describe configuration combining a local device, 
such as a Plug computer with cloud services. It can also describe configurations combining 
virtual and physical, collocated assets -for example, a mostly virtualized environment that 
requires physical servers, routers, or other hardware such as a network appliance acting as a 
firewall or spam filter.  
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Fig. 1 a Cloud Computing Environment [4] 
 
 
1.2  Cloud Computing Service Delivery Models 
There are three main cloud service delivery models are: Infrastructure-as-a-Service (IaaS), 
Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS). 
1.2.1 Infrastructure as a Service (IaaS) 
Infrastructure as a Service is a single tenant cloud layer where the Cloud computing vendor’s 
dedicated resources are only shared with contracted clients at a pay-per-use fee. This greatly 
minimizes the need for huge initial investment in computing hardware such as servers, 
networking devices and processing power. They also allow varying degrees of financial and 
functional flexibility not found in internal data centers or with collocation services, because 
computing resources can be added or released much more quickly and cost-effectively than in 
an internal datacenter or with a collocation service [5]. IaaS and other associated services 
have enabled start-ups and other businesses focus on their core competencies without 
worrying much about the provisioning and management of infrastructure. IaaS completely 
abstracted the hardware beneath it and allowed users to consume infrastructure as a service 
without bothering anything about the underlying complexities. The cloud has a compelling 
value proposition in terms of cost, but ‘out of the box’ IaaS only provides basic security 
(perimeter firewall, load balancing, etc.) and applications moving into the cloud will need 
higher levels of security provided at the host. 
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1.2.2. Platform as a service (PaaS) 
Platform-as-a-Service (PaaS) is a set of software and development tools hosted on the 
provider's servers. It is one layer above IaaS on the stack and abstracts away everything up to 
OS, middleware, etc. This offers an integrated set of developer environment that a developer 
can tap to build their applications without having any clue about what is going on underneath 
the service. It offers developers a service that provides a complete software development life 
cycle management, from planning to design to building applications to deployment to testing 
to maintenance. Everything else is abstracted away from the “view” of the developers. 
Platform as a service cloud layer works like IaaS but it provides an additional level of 
‘rented’ functionality. Clients using PaaS services transfer even more costs from capital 
investment to operational expenses but must acknowledge the additional constraints and 
possibly some degree of lock-in posed by the additional functionality layers . The use of 
virtual machines act as a catalyst in the PaaS layer in Cloud computing. Virtual machines 
must be protected against malicious attacks such as cloud malware. Therefore maintaining 
the integrity of applications and well enforcing accurate authentication checks during the 
transfer of data across the entire networking channels is fundamental. 
 
1.2.3 Software as a Service 
Software-as-a-Service is a software distribution model in which applications are hosted by a 
vendor or service provider and made available to customers over a network, typically the 
Internet. SaaS is becoming an increasingly prevalent delivery model as underlying 
technologies that support web services and service-oriented architecture (SOA) mature and 
new developmental approaches become popular. SaaS is also often associated with a pay-as-
you-go subscription licensing model. 
 
1.3 Cloud Characteristics 
The cloud computing must have some characteristics in order to meet user expectations and 
to provide qualitative services [6]. According to NIST [7], these five essential characteristics 
can be classified as: 
1.3.1 On-demand self-service 
A consumer can access different services viz. computing capabilities, storage services, 
software services etc. as needed automatically without service provider’s intervention [6]. 
 1.3.2 Broad network access 
 To avail cloud computing services, internet works as a backbone of cloud computing. All 
services are available over the network and are also accessible through standard protocols 
using web enabled devices viz. computers, laptops, mobile phones etc. [6]. 
1.3.3 Resource pooling 
 
The resources that can be assigned to users can be processing, software, storage, virtual 
machines and network bandwidth. The resources are pooled to serve the users at a single 
physical location and/or at different physical location according to the optimality conditions 
(e.g. security, performance, consumer demand). The cloud gives an impression of resource 
location independence at lower level (e.g. server, core) but not at the higher level (e.g. 
datacenter, city, country)[6]. 
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1.3.4 Rapid elasticity 
 
The beauty of cloud computing is its elasticity. The resources appear to users as indefinite 
and are also accessible in any quantity at any time. The resources can be provisioned without 
service provider intervention and can be quickly scale in and scale out according to the user 
needs in a secure way to deliver high quality services [6]. 
 
1.3.5 Measured service 
 A metering capability is deployed in cloud system in order to charge users. The users can 
achieve the different quality of services at different charges in order to optimized resources at 
different level of abstraction suitable to the services (e.g. SaaS, PaaS, and IaaS) [6]. 
 
 
 
 
2.  BACKGROUNG 
This section of the paper is organized under two sub-headings (i) Signcryption (ii) Basics of 
Hyperelliptic Curve, to just give some idea of the signcryption and elliptic curve. 
2.1  Signcryption 
Yuliang Zheng [8] defines signcryption as a cryptographic primitive which combines both the 
functions of digital signature and public key encryption logically in a single step, and with a 
computational cost significantly less than that needed by the traditional signature-then-
encryption approach. Carrying out encryption and digital signature operations separately is 
very expensive in terms of computational cost and communication overhead due to the 
computation on large numbers and extended bits produced during and after the operations. 
Y.Zheng [8] affirmed that signcryption minimizes computational cost and communication 
overhead. 
A signcryption scheme typically consists of three algorithms: Key Generation, signcryption, 
Unsigncryption. The key generation algorithm generates all the public keys required for 
signcryption and unsigncryption.The key generation algorithm generates all the public keys 
required for signcryption and unsigncryption. Signcryption algorithm is a probabilistic 
algorithm which produces signature and ciphertext. And Unsigncryption algorithm is 
deterministic in nature which verifies the authenticity of signature and performs decryption. 
Any signcryption scheme should have the following properties [9]: 
 
Correctness: A signcryption scheme is said to be correct if it verifies the signature correctly 
and recovers the plaintext from ciphertext.  
Efficiency: A signcryption scheme is said to be efficient if the computational cost and the 
communication cost should be smaller than that of signature-then-encryption standard. 
Security: A signcryption scheme is secure if it provides confidentiality, integrity, encrypted 
message authentication, non-repudiation, forward secrecy and public verification. 
 
 
2.2  HYPERELLIPTIC CURVE CRYPTOGRAPHY 
Let F be a field. The general equation of hyperelliptic curve C of genus g over F is 
퐶: 푦 + 	ℎ(푥)푦 = 푓(푥)  (1) 
Where - h(x) is a polynomial of degree ≤ g over F  
-f(x) is a monic polynomial of degree 2g+1 Over F 
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 - certain further conditions  
 
The curve C is said to be non-singular curve, if there are no pairs (x ,y) ϵ F x F. The 
polynomial f(x) and h(x) are chosen such that it has to satisfy the following equations 
2푦 + ℎ(푥) = 	0                        (2) 
ℎ′	(푥)푦 −	푓 ′(푥) = 	0              (3)                         
Genus of a curve is a number of nonintersecting simple closed curves that can be drawn on 
the surface without separating it. It is equal to the number of handles on it. So for 
hyperelliptic curve genus is ≥ 1.Genus curve decide the processing time of the Hyperelliptic 
Curve Cryptosystem such as key generation, encryption and decryption process [7].  
 
2.2.1  Divisor  
A divisor D is a formal sum of points P in C [10]: 
퐷 = 	 ∑ 푀 푃∈               (4)                                                                   
   
With 푀 ∈ 푍	and for all but finitely many 푀 = 0 
The degree of D is the integer deg(D) = ∑ 푀∈ . The order of D at P is the integer	표푟푑 =
	푀 . The divisors form a group under addition. The group of divisors of Curve C is denoted 
by Div(C). 
The set of all divisors, denoted D, forms an additive group under the addition rule: 
∑ 푀 푃∈ 	+ 	∑ 푁 푃∈ = 	∑ (푀 + 푁 )푃∈                                       (5)                                                            
The set of all divisors of degree 0, denoted D0, is a subgroup of D. 
 
2.2.2  Semi-Reduced Divisor  
A semi-reduced divisor is a divisor of the form [10]: 
퐷 = 	 ∑ 푀 푃 	 −	(∑ 푀 )	∞          (6)                    
Where each mi ≥ 0 and all the Pi's are finite points such that if P∈supp(D),then 푃 ∈supp(D) 
unless P is special in which case Mi= 1[10]. 
 
2.2.3 Reduced Divisor  
Let 퐷 = 	 ∑ 푀 푃 	 −	(∑ 푀 )	∞ be a semi reduced divisor. We call D to be a reduced divisor, 
if it satisfies the following property. Where g is genus of curve, 
∑푀 	≤ 푔                                   (7)                                                                                                                     
 
2.2.4 Divisor Representation 

(1)  Point Representation or Explicit Representation: This is the simplest form of 
representation. This is the representation which directly follows from the definition of 
the divisor word by word. 

(2) Mumford Representation: This is the representation which is mostly used for the 
computing purposes. It has advantages over normal representation.  
 

Hyperelliptic curve cryptography [HCC] is type of public-key cryptography which is 
successor of ECC which offers the similar level of security compared with other 
cryptosystems such as RSA, ECC and DSA[7]. Every user has pair of public key and private 
key. Private key is used for decryption / signature generation whereas Public key is used for 
encryption/signature verification. HCC generates smaller keys than ECC through the 
properties of the hyperelliptic curve equation instead of the traditional method of generation 
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as the product of very large prime numbers. It creates faster, smaller, and more efficient 
cryptographic keys. [5]. 
 
3. LITERATURE REVIEW  
Many researchers have proposed different data security techniques for cloud computing.  
Veerraju Gampala et.al [11] proposed authentication and encryption schemes for secure data 
transmission from one cloud to other cloud with elliptic curve cryptography. The authors 
applied digital signature encryption, decryption and Signature Verification algorithms to 
secure transfer of data between two public clouds using elliptic curve cryptography. The 
major advantage of the solution is that ECC create smaller key sizes than RSA, which results 
in faster computations, lower power consumptions, as well as memory and bandwidth 
savings. 
DebajyotiMet.al [5] proposed a scheme for securing the data clouds by implementing key 
agreement, encryption and signature verification/generation with Hyperelliptic curve 
cryptography. The scheme creates smaller key sizes for encryption and decryption than ECC. 
It provides less storage, less power and less bandwidth than other systems cryptosystems. 
However, HCC solution has not received much attention by research communities. It has 
been restricted by academic purpose only. 
Manoj K. M. [12] proposed hybrid cloud framework that addresses the privacy and trust 
issues and provides encrypted storage with public clouds. The proposed solution uses 
Homomorphism Encryption for protecting the user data and uses a modified file updation 
technique to reduce bandwidth consumption during transfer of large encrypted files. 
 
Reema Gupta et. al [13] proposed a file security model to provide an efficient solution for the 
basic problem of security in cloud environment. In this model, hybrid encryption is used 
where files are encrypted by blowfish 
coupled with file splitting and SRNN (modified RSA) is used for the secured communication 
between users and the servers. In this solution, firstly, uploaded files are sliced and each slice 
is encrypted by the corresponding key Blowfish key provided by the user. Secondly, each of 
the n keys are encrypted using SRNN where n is the number of slices. The proposed model is 
liable to meet the required security needs of datacenter of cloud. Blowfish used for the 
encryption of file slices takes minimum time and has maximum throughput for encryption 
and decryption from other symmetric algorithms. Modified RSA (SRNN) has increased 
security than RSA. The idea of splitting and merging adds on to meet the principle of data 
security. 
 
Biswajit Sama et al [2] proposed an elliptic curve based signcryption scheme which is 
implemented in java. The solution provides all the security goals including forward secrecy 
and public verification. 
 
Sunil Maggu et al [14] proposed a technique to secure the data with the reduction in cost as 
well as time to process it. To achieve this motive the authors choose Signcryption as security 
tool for secure storage of data over a cloud as first level of security and relocation of 
signcrypted data among various virtual machine at datacenter as second level of security. 
 
Yuliang Zheng [15] proposed first Signcryption scheme to achieve most of the security goals 
of cryptosystem but it fails forward secrecy of message confidentiality. In 1998 Zheng and 
Imai proposed another version of signcryption scheme based on Elliptic curve that saves 50% 
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of computational cost and 40% of communication cost compared to traditional Sign-then-
Encryption scheme.  
 
 
 
4. PROPOSED SCHEME 
Let us assume we have two organizations A and B. A and B act as public clouds with data, 
software and applications. A want to send data to B’s cloud securely and data should be 
authenticated. We are here trying to send a secure data from A to B by applying signcryption 
based on hyperelliptic curve cryptography. Suppose B wants data from A’s cloud then B’s 
user will place a request to A’s user. A’s user select corresponding data from A’s cloud data 
storage, sign the data with his private key and encrypt signed data with B’s public key using 
Hyperelliptic curve algorithm simultaneously. Signcrypted data will be send to B. B’s 
software decrypt the encrypted data received with his private key and verify the signature 
with A’s public key in a single algorithm. 
The proposed scheme consists of three phases: Initialization, Signcryption, and 
Unsigncryption that are described in following sections.  
 
 
4.1 Initialization: 
Select C a hyperelliptic curve of genus g≥ 2defined over finite field 퐹  and defined by (1). 
The points on hyperelliptic curve do not form a group like points on elliptic. By soliciting a 
special point at infinity and points on C, an Abelian group called Jacobian group 퐽 (퐹 ) can 
be formed.  
The order of Jacobian group is o(퐽 (퐹 )) and defined as  
( 푞 − 	1) ≤o(퐽 (퐹 ))	≤( 푞 + 	1)                                                                                  (12) 
Then, Mumford form represented as: 
D= (a(x),b(x)) =(∑ 푎 푥  , ∑ 푏 푥  ) 힊 퐽 (퐹 ) 
Let[	] 	: 퐽 (퐹 ) →	푍  be a mapping function use to map jacobian group element to integer. 
q: a large prime number(q≥ 2 ) 
C: a hyperelliptic curve over prime field 퐹  
D: a devisor of large prime order n in 퐽 퐹 ,	 n≥ 2  
푑  : Sender private key, 푑 	휖 {0,1,2,…..,p-1} 
푃  : Sender public key 푃 = 푑 D 
푑  : Receiver private key,  푑 휖 {0,1,2,…..,p-1} 
푃  : Receiver public key 푃 = 	 푑 퐷 
[	] 	 ∶ a	function	which	map	a	devisor	to	integer	value 
H: a one way hash function 
KH: keyed hash function 
m: data 
c: cipher data 
퐸 /퐷 	: Symmetric Encryption / Decryption 
 
 
4.2 Signcryption Phase: 
A’s user obtain B’s user public key 푃 from certificate authority and use Signcryption(k, 
푃 ,푃 ,푑 , m, s) routine to generate signcryted data (c, r, s) for raw data m. 
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Signcryption (k, 푃 ,푃 ,푑 , m, s)  
1. Select a random number k휖 {0,1,2,…..,p-1} 
2. Compute k푃  
3. Compute (퐾 ,퐾 ) = H([푘푃 	] 	) 
4. C=퐸 (푚) 
5. Compute r =K퐻 (푐) 
6. Compute s=(k/(r+푑 ))푚표푑	푛 

Signcrypted data for raw data m is (c, r, s) 
Send signcrypted data 
 

4.3 Unsigncryption Phase: 
B’s user will obtain A’s user public key from certificate authority and follow the following 
steps to unsigncrypt the data and verify the signature: 
Unsigncryption (k, 푃 ,푃 ,푑 , c,r, s)  

1. Compute u=s푑 	푚표푑	푛 
2. Compute (퐾 ,퐾 ) = H([푢푃 + 푢푟퐷] 	) 
3. Compute r’=K퐻 (푐) 
4. Compute m=D퐾 (푚) 

Check if r=r’ then accept the data otherwise reject. 
 
 

CONCLUSION 
In this paper, we have proposed a scheme to secure transfer of data from one cloud to another 
using Signcryption Based on HyperElliptic curves. Both digital signature and encryption 
functions are combined logically in a single step in order to achieve minimal computational 
cost and communication overhead. Computational cost and communication overhead can be a 
prime issue for so many IT companies dealing with same field. This scheme can help all 
those IT companies if implemented. 
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